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Data protection and other fundamental rights

The EU Charter of fundamental rights
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Art. 2
Right to life

Art .7
Respect for private
and family llife

Human dignity
Human dignity is inviolable. It must be
respected and protected.

Right to life

Everyone has the right to life.

No one shall be condemned to the death
penalty, or executed.

Right to the integrity of the person
Everyone has the right to respect for his or her
physical and mental integrity..,

Respect for private and family llife
Everyone has the right to respect for his or her
private and family life, home and
communications.

Data Protection

Everyone has the right to the protection of
personal data concerning him or her.

Such data must be processed fairly for specified
purposes ...



Data protection and other fundamental rights
Handling the conflicts

« Fundamental rights can be conflicting
—Either for a same person
—-Or for different persons

* There is no right more important then the other

« A fair balance must be struck

* The necessity must be appreciated

© 2017 Deloitte Tax & Consulting



How to protect medical files
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Designate a Data Protection Officer

Assess the need of a Data
Protection Impact Assessment and
go through with it and document it

Implement strategies like Data
Protection by design and by default

Medical files

The GDPR defines health data as
a special category of data

All Member States have specific
local legislation handling health
data, patient records and
professional secrecy in the
medical sector

Automated decision making is

limited (consent, public interest)




Data Protection Impact Assessment
What it is and what it should include

O 1 A systematic description of the
envisaged processing operations
and the purposes of the processing
O 2 An assessment of the necessity
and proportionality of the
processing operations in relation
to the purposes

O 3 An assessment of the risks to the
rights and freedoms of data

subjects

O 4 The measures envisaged to address
the risks, including safeguards,

security measures ...
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Security measures
How to secure the access in @ medical environment

© © @ ©

« Anonymization or « Use of Biometrics to « Encryption of data » Use RFPs to choose
pseudonimization of secure access wherever achievable the right vendor with
data as a measure without physical a high level of
to avoid disclosure contact security and data

i.e Iris scans are protection
highly reliable and awareness

very quick
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Creating Awareness
Awareness of the risks and available safeguards is the first line of defence

@ Awareness Trainings

@ Simulated Phishing attacks
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Contact

Georges Wantz

Director

Technology & Enterprise Application
gwantz@deloitte.lu

+352 451 454 363
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